Church of St. Gerard

Technology Use Policy

Computers, computer files, e-mail, voice mail, and software furnished to employees is the property of the Church of St. Gerard.  These systems are intended for business use and should not be used for personal projects on parish time.  Personal use should be handled on a limited basis.  Employees should not use a password, access a file, or retrieve any stored communication for any purpose other than appropriate for their job responsibilities.

Computer Systems Use and Software Licensing/Installation

The Church of St. Gerard purchases and licenses computer software and does not own the copyright to this software or its documentation.  Unless authorized by the software developer, the Church of St. Gerard does not have the right to reproduce software on the church’s computers, the network, or on multiple machines.  Only software authorized by the Parish Business Administrator or his/her designee and installed by an authorized person may be used on the church’s computers or network system.  The Church of St. Gerard prohibits the illegal duplication of software and any related documentation.

Internet Use

Internet access provides staff with services and opportunities to enhance their professional development and to support opportunities for the parish.

Acceptable uses of the Internet include:

· Researching issues relevant to the mission of the organization;

· Participation by staff members in forums, news groups or other information exchange for the purposes of improving their professional knowledge of skills, or for sharing or distributing information in an appropriate manner.

· Obtaining software, software packets and updates that are legally obtained, verified, authenticated and installed in accordance with parish policies.

· Examples of unacceptable uses of the Internet would include:

· Anything that would reflect poorly on the Church of St. Gerard;

· Transmission of confidential information such as parishioner or proprietary organizational data unless containing an appropriate disclaimer;

· The display or transmission of sexually explicit images, messages, jokes or cartoons;

· The display or transmission of images, messages, jokes or cartoons that may incite violence;

· Transmission or use of communications that are fraudulent, harassing, illegal, embarrassing, obscene, intimidating or defamatory;

· Wagering, betting, or “Spam” solicitations;

· Commercial or personal advertisements, solicitations, promotions, engagement in political campaigns or any other unauthorized use;

· Using the Internet in any way that violates any applicable law.

E-mail Use

The Church of St. Gerard encourages the use of e-mail as a method to conduct communications both inside and outside of the parish.  However, messages received or sent through the e-mail system are not private or confidential.

Unacceptable uses of e-mail include, but are not limited to, the following:

· Transmission of confidential parishioner or proprietary organization data unless containing an appropriate disclaimer;

· Sending messages which are harassing, obscene, derogatory, discriminatory to any individual or group;

· Wagering, betting, or “Spam” solicitations;

· Using the e-mail system for an employee’s business or excessive personal correspondence;

· Sending or forwarding chain e-mail, i.e. message containing instructions to forward the message to others;

· Opening any executable file, generally signaled by an .exe extension as an attachment to an email received from a known or unknown source.  This is the most common method of virus transmission.  If you feel that you must open an attachment with an .exe extension, check with the systems administrator first.

Employee Responsibilities

An employee who uses the Internet or Internet e-mail shall:

· Ensure that all communications are for professional reasons and that they do not interfere with his/her productivity;

· Be responsible for all the content of all text, audio or images that (s)he places or sends over the Internet.  All communications should have the employee’s name attached;

Copyrights

Employees using the Internet are not permitted to copy, transfer, rename, add, or delete information or programs belonging to others unless given express permission to do so by the owner.  Failure to observe copyright or license agreements may result in disciplinary action by the Church of St. Gerard and/or legal action by the copyright owner.

Violations of copyright law that are committed “willfully and for the purpose of commercial advantage or private financial gain” (Title 18 Section 2319(b)) expose the Church of St. Gerard and the employee(s) responsible to the following criminal penalties:

· Fines up to $250,000 for each illegal copy

· Jail terms of up to five years

Computer Viruses


Background


It is important to know that:

· Computer viruses are much easier to prevent than to cure;

· Defenses against computer viruses included protection against unauthorized access to computer systems, using only trusted sources for data and programs, and maintaining virus-scanning software.

Systems administrator’s responsibilities

· Install and maintain appropriate antivirus software on all computers;

· Respond to all virus attacks, destroy any virus detected, and document each incident.

Employee responsibilities

· Employees shall not knowingly introduce a computer virus into company computers;

· Employees shall not load diskettes of unknown origin;

· Incoming diskettes shall be scanned for viruses before they are read;

· Any employee who suspects that his/her workstation has been infected by a virus shall IMMEDIATELY POWER OFF the workstation and call the systems administrator.

Physical Security

It is the policy of the Church of St. Gerard to protect computer hardware, software, data, and documentation from misuse, theft, unauthorized access, and environmental hazards.


Employee responsibilities
· Diskettes should be stored out of sight when not in use.  If they contain highly sensitive or confidential data, they must be locked up;

· Diskettes should be kept away from environmental hazards such as heat, direct sunlight, and magnetic fields;

· Computer equipment should be protected by a surge suppressor;

· Environmental hazards to hardware such as food, smoke, liquids, and extreme heat or cold should be avoided.

Monitoring of Electronic Systems and Waiver of Privacy

The Church of St. Gerard may monitor e-mail communications and the contents of parish computers as a normal course of business for performance, productivity, compliance with parish policies and investigation, potential security breaches, or unauthorized use of electronic information.

By using the parish’s e-mail and voice-mail systems, computers or other forms of electronic communications, employees must know and understand that electronic monitoring reporting is part of the parish’s overall systems administration practice.  All requests for electronic monitoring over “routine reporting” will be made to the pastor.

Accordingly, the Church of St. Gerard has the right, but not the duty, to monitor any and all aspects of its computer system and voice-mail system.  Employees waive any right to privacy in anything that they create, store, send or receive on the parish’s computer or communications systems, or the Internet.

The Church of St. Gerard may override individual passwords and codes on all e-mail and voice mail for testing or to investigate potential security breaches.  

ACKNOWLEDGEMENT OF RECEIPT OF POLICY

I have read and agree to comply with the rules and conditions outlined in the Church of St. Gerard’s Technology Use Policy.  By signing below, I also understand that my e-mail, voice-mail, and computer are the property of the Church of St. Gerard and that they may be monitored by the Church of St. Gerard.

Date:__________________________
Signature:_________________________________

